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1. Introduction

This Installation Guide provides a description of the installation and deployment procedures for the
Department of Veterans Affairs (VA) Food and Drug Administration (FDA) Medication Guides. This
section focuses on the project’s FDA Med Guides Auto Print Utility. The FDA Med Guides Printer Utility
is a Java-based program that automatically prints a copy of an FDA medication guide document when one
exists for a requested prescription. The program retrieves copies from original med guides found in a local
repository on the host server. If a requested med guide is not found locally, then an attempt is made to
download the med guide from the med guides share site on the VA network.

Important: To successfully deploy this software, it is critical that proper access permissions are
set correctly. The host server, the assigned user account, and the deployed software
must all have access to either local or remote printers, and have the ability to
r-"«— download med guide files from the VA Share site.

Important: Sites that are currently running the FDA Med Guides Automatic Printing software can
go directly to section 6. Upgrading to a new version of Automatic Printing.

Note: A Domain Service account for FDA Med Guides Automatic Printing application must
be created in Active Directory. Refer to section 2.4. Domain Service Account.

i —— It is strongly recommended that a Domain Service account with the highest privileges
| “_ be used to install all third party and FDA Med Guide Automatic Printing software.

The intended audience for this document is the Information Resources Management Service (IRMS) staff
responsible for installing and configuring software on VA Windows servers.

The installation procedure, including installing the third-party products listed in the pre-installation
procedures, should take about an hour or less to complete.

After installation is complete, the host server should be rebooted. Any logged-on users should be advised
to log off.
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2. Pre-installation Considerations

The FDA Med Guides Printer Utility depends on third-party components to process and print Portable
Document Format (PDF) documents. The components used are Windows Server and Java Runtime
Environment (JRE). These components must be properly installed and configured prior to installing and
running the FDA Med Guides Printer Utility. Refer to the VA Technical Reference Model (TRM) for the
approved versions of Windows Server and JRE: REDACTED

2.1. Deployment scenarios

There are several scenarios in which the FDA Med Guides Printer Utility can be deployed successfully.
The recommended scenario is to deploy the FDA Med Guides Printer Utility and Java JRE on a server
near the target service area. However, identifying and selecting the best scenario for a particular site is left
to the discretion of individual local system administrators who are tasked with installing this package.

2.2. Destination printers

Any printer used to print med guides must be defined as a local printer on the Windows server hosting the
software. That is, the printer spooler must be hosted on the same server where the FDA Med Guides
Printer Utility software is running.

2.3. Third-party software Pre-requisites

Windows Server and JRE are required to run the FDA Medication Guide Automatic Printing software.
The required third-party software is not distributed as part of this package. Download and install a VA
TRM compliant version of these applications from the vendor’s website or an approved VA web site.

Note: All third-party software should be installed using a Domain Service account that has been granted
administrator privileges and will be used to run the FDA Med Guide Automatic Printing software.
Refer to Section 2.4 Domain Service Account.

2.3.1. Windows Server

Microsoft’s Windows Server software must be properly installed and configured on the server hardware.
Consult the vendor’s documentation for instructions on installing Server if not already installed. Windows
Server versions must be compliant with the TRM.

March 2022 FDA Medication Guides (PSO*7*665) 2

Automatic Printing Java Component Installation Guide



2.3.2. Java 1.8 Runtime Environment for Windows

The FDA Med Guides project requires a TRM compliant version of a JRE 1.8 or higher (including TRM
compliant versions of Amazon Corretto 8 or higher) to be installed on the host server.

Note: To confirm whether Java is already installed on the server, or was installed correctly,
open a command window, and enter the command:

T .r"!r- java -version

. Information text should appear in the command window, indicating the nomenclature
of the java version. If Java is not installed, or not installed properly, the message
returned will indicate:

“Java is not a recognized system command.”

If a JRE is not installed or not a TRM compliant version, download a TRM compliant version of JRE
compatible with the respective Windows version. Install the JRE per the instructions consistent with the
host operating system and downloaded instance.

2.4. Domain Service Account

A Domain Service account must be created in Active Directory for the FDA Med Guides Automatic
Printing application to work properly. The FDA Med Guides Automatic Printing task must be run using
this Domain Service account as described in Section 4.4 Create a new FDAMedGuidePrinterTask task.

2.41. Create Domain Service Account for FDA Med Guides

A Domain Service account for the FDA Med Guides Automatic Printing application must be created in
Active Directory.

Add a Domain Service account to the Administrator group on the server as it needs Administrative
privileges.

Add a Domain Service account to the Server Security Admin group (for example, V21PAL
IRMSSERVERSECADMIN) and the Print Operators group permissions to send print jobs to the network
printers.

Ensure the Domain Service account has permissions to view and download files from the VA Share site.

3. Deployment package contents

The FDA Med Guides Printer Utility deployment package consists of a single archive ZIP file that
contains several folders, each containing the files necessary for the application’s deployment. A listing and
description of these folders and files are found in the Appendix.
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4. Installation Procedure

The installation steps listed below are specific to the FDA Med Guides Printer Utility Java component.

4.1. Obtain ZIP distribution file

The file listed below may be obtained via Secure File Transfer Protocol (SFTP). The preferred method is
to access the file from: REDACTED

This transmits the file from the first available server.

Table 1: Downloadable File

File Name Retrieval Format

PSO_7_ Pxxx.zip BINARY

Download the file and save it to the C:\temp folder.
Figure 1: Download and save to C:\temp

ﬁ Home Share View

&« v p » ThisPC » OS(C) » temp

MName Date modified Type Size
7 Quick access

[ Desktop
4 Downloads

PS0_7_P6&5 1/21/2022 1:46 PM Compressed (zipp... 9,670 KB

=| Documents

= Pictures
FDAMedGuidesPrin
medguides
temp

== Version-1.1.0.0 (\w(

= This PC
[ Desktop

*=| Documents

; Downloads

J’! Music

&= Pictures

m Videos

w08 (C)
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4.2. Deploy files from the distribution file
4.2.1. ExtractZIP file contentsinto C:\

Important

If the previous installation folder exists, rename the old installation folder “C:\FDAMedGuidesPrinter”
for backup purposes and to allow creation of a new folder “C:\FDAMedGuidesPrinter” during

extraction. To avoid a conflict between old and new installations, please do not extract over the existing
folder.

Extract the contents of the distribution ZIP file into the root folder of the C drive (C:\). The embedded file
structure will be recreated. Locate the distribution file.

Note: The file name of the downloaded distribution ZIP file may be a variation from that shown in the
following screen captures.

Figure 2: C:\Temp Folder

E Home Share View

& v » ThisPC » O5(C) » temp

~

MName Date modified Type Size
7 Quick access
[ Desktop

4 Downloads

P50_7_P&63 1/21/2022 1:46 PM Compressed (zipp... 9,670 KB

=| Documents

= Pictures
FDAMedGuidesPrin
medguides
temp

m= Version-1.1.0.0 (Wl

= ThisPC
[ Desktop

=| Documents

4 Downloads

J’! Music

&=/ Pictures

B videos

e OG[C:)
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Right click on the zip file and select

‘Extract All...”

Figure 3: Initiate the Extract All Wizard

Share View

Extract

)

L& S » ThisPC » O5(C) » temp

i MName Date modified Type
] s Quick access

# PSO_7_P6B5 14313077 1,45 DRA Compressed (zipp...

E [ Desktop : - Open " i .
i 4 Downloads Open in new window

i | Documents Extract All..

)

1 &= Pictures Pin to Start

FDAMedGuidesPrin [B] Scan for threats

| medguides ;

i 7-Zip >

)

i temp Open with...

] = Version-1.1.0.0 (Wl Restore previous versions

! .

¢ [ ThisPC Send to >

i [ Desktop Cut

E |&= Documents Copy

| ; Downloads

1 Create shortcut

! Musi

i ‘b uste % Delete

! | Pictures

! & vi &) Rename

! ideos
’ Properties
i e 05 [C:)

Change the default destination path to C:\ and select the ‘Show extracted files when complete’

checkbox.
Figure 4: Default Destination Path

1. Extract Compressed (Zipped) Folders
Select a Destination and Extract Files
Files will be extracted to this folder:
| | | | Browse...
Show extracted files when complete
Extract | | Cancel

March 2022 FDA Medication Guides (PSO*7*665)

Automatic Printing Java Component Installation Guide



Select Extract and observe the Post-Extraction screen.

Figure 5: Post-Extraction Screen

| = | Local Disk (C:) [=T=]
' e Se V :
a & Cut ) x Iﬁ:@ [ New item ~ = Open »  FH selectan
E [ Copy path '¢ f ¥ —‘ansy access ™ = Select none
Copy e T Move Copy Delete Rename Mew Properties o
Paste sh to~ to~ - folder - oo Invert selection
T &y v ThisPC » Local Disk (C:) » v @] [ Search Local Disk (C »
¢ Favorites ~ Name - Date modified Type Size ~
B Desktop . BigFix File folder
& Downloads . FDA documentation File folder =
15| Recent places FDAMedGuidesPrinter File folder
IBM File folder
18 This PC InstallAnywhere File folder
5# C on STL-LTJB165687 . Perflogs File folder
j Desktop = . Program Files File folder
| Documents . Program Files (x86) File folder
& Downloads ProgramData File folder
o' Music Quarantine File folder
=| Pictures . temp File folder
g Videos . Templ File folder
i Local Disk (C:) . Tmp File folder
ca App (Dd) . Users File folder
. Win2012 File folder
€ Network v Windows File folder
35items  1item selected

4.2.2. ConfirmDailyPurgeTime

Open the file C:\FDAMedGuidesPrinter\fda_med_guides.properties for editing. This is a text file and
using a text editor like Notepad will be adequate. The DailyPurgeTime element in the properties file
represents the time of a 24-hour day when the folder containing temporary work files is cleared of all files.
This is an automatic clean-up process performed at the indicated time. Adjust this entry as needed to list
the most convenient time to perform this operation based on the time when system use is at a minimal.

Figure 6: DailyPurgeTime Example
REDACTED
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4.3. Configure JAVA
4.3.1. Run the SSL Certificate installation batch file

The FDA Med Guides Printer Utility needs the approved VA provided SSL certificates necessary to
access the VA Share site to complete the downloads of the FDA Medication guides. The script adds the
VA provided SSL certificates to the Java cacerts trust store and are included with this distribution.

Execute the following steps to install the certificates to the JAVA cacerts keystore:
Go to C:\FDAMedGuidesPrinter\installation directory.
Right click on the SSL_Certificate installation.bat file and select Run as administrator.

Note: The script needs to be run as an Administrator, or the user needs to be a Machine Administrator
for it to work. It is recommended to complete this while logged into the server with the Domain
Service account that will be used to run the FDA Med Guide Automatic Printing software. If
there are issues with running the script, verify the JAVA installation from Section 2.3.2 Java
1.8 Runtime Environment for Windows.

The following window will be displayed. Press any key to close the window.

Figure 7: SSL Certificate Installation Window

= Administrator; CMOP 551 Certificate Installation L:[EH

te was added to
L' Fmg,r to continue
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If an SSL Certificate already exists, the error message shown in the figure below will be displayed to the
user. If the certificate already exists, the user can proceed to the next step in the installation process.

Figure 8: SSL Certificate Already Exists

o1 Administrator, CMOP S5L Certificate Installation

SUCCESS: Specified value was saved.
SUCCESS: Specified value was saved.

~UCCESS: Sp801fled value waz saved.

error: java. lang Exception: Certificate not imported, alias
82 RCA1l-vl> already exists
ress any key to continue . . .

If the error message in the screenshot below appears, the user can proceed as the certificate has been
installed. The error message results when the script cannot find a JRE version installed. If JRE exists, the
Automatic Printing will work, and the user can proceed with the installation.

Figure 9: SSL Certificate Added to the Java Keystore

= Administrator: CMOP SSL Certificate Installation [=Te ]
FRROR: The zyaten war unable to (ind the gpecil ind regiztry kay or wvalus,
Epecilied value was saved.
specil led value was saved.
¢ I.l led value aved.
ad

- ded to kevitors
Fress anyg Ll. 1] lu cont lnue . .

If there is no JRE installed, then the script will display error message, “Failed to locate any installed Java
environments, please install a Java Runtime Environment.” To install a TRM compliant version of JAVA,
follow the steps described in Section 2.3.2 Java 1.8 Runtime Environment for Windows.
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4.3.2. Installthe JAVA net.properties file

For this step, navigate to the Amazon Correto folder established from Section 2.3.2 Java 1.8 Runtime

Environment for Windows.

Navigate to the C:\Program Files\Amazon Correto\jdk...\conf directory.

Figure 10: The net.properties file within the conf folder

[ + | conf - [m} x
Home Share View o
% cut \ I3 New item ~ h Open - [ Selectall
i
= . Copy path }< i] Easy access = J Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties .
access A| Paste shortcut to to - folder - History DEI Invert selection
Clipboard Organize New Open Select
« A » ThisPC » (C:) OSDisk » Program Files » Amazon Corretto » jdk11.0.14.10 » conf v Search conf
A Program Files Lo Name ~ Date modified Type Size
1E management File folder
h Amazaon Corretto security File folder
v jdk11.0.14_10 Nj logging.properties PROPERTIES File IKB
bin Nj net.properties PROPERTIES File TKB
- - Nj sound.properties PROPERTIES File 2KB
management
Security
include
jmods
legal v
3 items =
Select the net.properties file.
.1 s . . . .
Open the file’s menu options (right click the file).
Select Rename.
Enter net.properties.backup.
Figure 11: Example of renamed net.properties.backup file
L [+ < | conf - O X
‘ Home Share View 0
# Cut x L__‘J New item ~ Open
w.] Copy path -;_] Easy access Edit
Pinto Quick Copy Paste Mave Copy Delete Rename New
access | Paste shorteut to to - folder Histary
Clipboard QOrganize New Open
- v p » ThisPC » (C:) OSDisk » Program Files » Amazon Corretto » jdk11.0.14.10 » conf v Search conf
Program Files Ln) MName Date medified Type Size
1E management File folder
Amazon Corretto security File folder
jdk11.0.14_10 dj logging.properties PROPERTIES File 3KB
bin Mj net.properties.backup BACKUP File TKB
P j sound.properties PROPERTIES File 2KB
management
security
include
jmods
legal v
5items =
March 2022 FDA Medication Guides (PSO*7*665) 10
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Navigate to the C:\FDAMedGuidesPrinter\installation directory.
Figure 12: C:\FDAMedGuidesPrinter\installation folder

| | installation

H Videos
B, | Disk (C:) =] FDAMedGuidePrinterTask.xml
i Local Disk (C: =
=T =l net.properties
BigFix

@] MetworkServiceTaskSettings.reg
SSL_Certificate_installation.bat
%] Verify_installation.bat

FD& documentation
FDAMedGuidesPrinter

installation
lib
. workspace
. 1BM
InstallAnywhere
. PerfLogs
. Program Files

. Program Files (x26)

6 itermns 1 itern selected 5.22 KB

XML Document
PROPERTIES File
Registration Entries
Windows Batch File

Windows Batch File

ame Share Wisw 7
B
= [T X 3 X =0 [ New item + Bl open~  HHselectan
= [E= Copy path < Y 5 Easy access + sl Select none
Copy Paste Move Copy Delete Rename MNew Properties o
ste shortcut to~ tor - folder - oo Invert selection
) - 1T . » This PC » Local Disk (C:) » FDAMedGuidesPrinter » installation » v & | | Search installation 0
ul Music -~ Mame Date modified Type Size
=| Pictures
. CMOP_SSL_Certificate File folder

4 KB
B KB
SKBE
3KB
6 KB

Select the net.properties file.
Copy the net.properties file.
Paste the file into C:\Program Files\Amazon Correto\jdk...\conf.

Note: The following screenshot is an example of the destination for the net.properties file and may vary

depending on the location of the installed JRE.

Figure 13: Example of the destination for the net.properties file after installation

1] = | conf
Home Share View
= o Cut HJ x -—Il 1) Mew item + JOpen - ESelectall
5 i
2 U W= Copy path <+ £ Easy access ‘—-| [t Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties
access ?| Paste shorteut tow to~ - folder - History DDInvert selection
Clipboard QOrganize New Open Select
« v 4 > ThisPC » (C:)OSDisk » ProgramFiles » Amazon Corretto > jdk11.0.14_10 » conf v O
Program Files Lo MName Date modified Type Size
1€ management File folder
Amazon Corretto security File folder
1dk11.0.14_10 j logging.properties PROPERTIES File 3KB

bin j net.properties PROPERTIES File 6 KB

. j net.properties.backup BACKUP File 7TKB
management mj sound.properties PROPERTIES File 2KB
security

include

jmods

legal "

Bitems  1item selected 3.34 KB

Search conf

This completes the JAVA configuration.
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4.4, Create a new FDAMedGuidePrinterTask task

The FDA Med Guides Printer Utility is deployed to run as a non-interactive background process
(Windows Scheduled Task) and is listed on the server’s list of scheduled tasks. This program runs in the
background; therefore, not evident to users that are logged on. There is no user interface associated with
the FDA Med Guides Printer Utility; therefore, there is no user interactivity.

The following characteristics apply to the task configuration:
The name of the scheduled task is FDAMedGuidePrinterTask.

By default, the Automatic Printing application runs under NT AUTHORITY\NETWORK
SERVICE account. The Network Service account on the server may or may not have adequate
permissions based on the server settings. The account MUST have permissions to download files
from the VA Share Point and permissions to print to the network printers.

We strongly recommend the use of a Domain Service account created for the FDA Med Guides
Automatic Printing application as suggested in Section 2.4 Domain Service Account. To change
the user account associated with FDA Med Guides from a Network Service account to a Domain
Service account see instructions given in Section Change User account associated with the
FDAMedGuidePrinterTask.

The C:\FDAMedGuidesPrinter\START fda med guides automatic_printing.bat batch file will
be run by the task.

The task starts in the C:\FDAMedGuidesPrinter (application) folder.

The task is configured to run whether the assigned user is logged in or not. Typically, no user is
logged in.

4.4.1. Importa new Scheduler Task configuration file

A predefined task configuration XML file is distributed as part of this installation package. The file is
named FDAMedGuidePrinterTask.xml, and it is in the C:\FDAMedGuidesPrinter\installation folder.

Importing this file into Task Scheduler automatically configures the FDAMedGuidePrinter Task with
default settings. After importing the settings file, saving the task creates the new task in Task Scheduler.

Follow the steps and the screenshots below to create the FDAMedGuidePrinterTask task.
Navigate to Computer Management.

Expand the System Tools option.

Expand the Task Scheduler option.
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Open the menu options for the Task Scheduler Library.

Figure 14: Task Scheduler Shown Within Computer Management

& Computer Management
File Action View Hel

A Computer Management

=25 H Right Click

; Status Triggers Mext F
v [} System Tools
v (7) Task Scheduler (5 FDAMedGui... Running At system startup
o & Task Scheduler Library GoogleUpda.. Ready Multiple triggers defined 27372
Q Event Viewer GoogleUpda... Ready At 12:50 PM every day - After triggered, repeat every 1 hour for a duration of 1 day.  2/3/2(
1 Shared Folders User_ Feed_S.. Ready At 12:03 PM every day - Trigger expires at 3/6/2030 12:05:03 PM., 2/3/20
Q_‘ Local Users and Groups User_Feed 5.. Ready At 3:04 PM every day - Trigger expires at 4/24/2030 3:04:19 PM. 2/3/20
) Performance User_Feed S... Ready At 1:52 AM every day - Trigger expires at 10/16/2030 1:52:41 AM. 27472
iy Device Manager User_Feed 5. Ready At 908 AM every day - Trigger expires at 2/3/2032 $:09:27 AM. 2/3/2(
w (25 Storage User_Feed_S... Ready At 8:59 PM every day - Trigger expires at 2/7/2030 8:3%:40 PM. 27372
i Windows Server Backup User_Feed_S.. Ready At 3:04 PM every day - Trigger expires at 2/3/2032 3:04:26 PM. 2732
=7 Disk Management VA Windows... Ready At 11:24 PM on 1/13/2022 - Trigger expires at 1/13/2022 11:25:23 PM.
::y', Services and Applications
Select Import Task....
Figure 15: Task Scheduler Library Option Menu
|8 Computer Management
File Action View Help
== | 2 @
2 gomputer Management (Local) MName Status Triggers Mext Rui
b i} System Tools _
v (5) Task Scheduler : G2 R SETUITE
& Task Schet B o AR ultiple triggers defined 2/3/202;
[ Event Viewer Create Basic Tash 5 £12:50 PM every day - After triggered, repeat every 1 hour for a duration of 1 day. 2/3/202:
i) Shared Folder: Create Task... £12:05 PM every day - Trigger expires at 5/6/2030 12:05:03 PM. 2/3/202
q
& Local Users an Import Task... : 3:04 PM every day - Trigger expires at 4/24/2030 2:0419 PM. 2/3/2024
() Performance Display All Running Tasks At 1:32 AM every day - Trigger expires at 10/16/2030 1:52:41 AM. 27442022
% Device Manag Disable All Tasks History At 9:09 AM every day - Trigger expires at 2/3/2032 9:09:27 AM, /34202
v =5 Storage At 239 PM every day - Trigger expires at 2/7/2030 8:39:40 PM., 2/3/202%
b Windows Serv New Folder... At 3:04 PM every day - Trigger expires at 2/3/2032 3:04:26 PM. 2/3/202
&= Disk Managen i At 11:24 PM on 1/13/2022 - Trigger expires at 1/13/2022 11:25:23 PM.
= - View ¥
4 Services and Appl
Refresh
15 Conditions Settings History
Help

sidePrinterTask
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Select FDAMedGuidePrinterTask

Select Open.
Figure 16: FDAMedGuidePrinterTask XML File
X Computer Management
Fle Action i G -
4 = | I | r .
. « FDAMedGuidesPrinter » installation L +1 o
& Computer M4 . —
s - o

A Jl System T, Organize ~  New folder

4 (B Task §
b BT B Deciaop = Mame Left Click [t modified Type
= Download
b (@] Event 5 R°“"‘ ""I : CMOP_SSL_Certificate
= ecent aces
b 1 fh‘“el _— P = FDAMedGuidePrinterTask 10/3/20
b 88 Loca
b @ Perforll /M This PC
= & Devic e Desktop
4 £5 Storage Documents =

bl Wind
= Disk

& Downloads

b By Services a u Music
= Pictures
B Videos
e Local Disk (C:)
= App (D:)
vl € m >
; : Left Click =
File name: | FDAMedGuidePrinterTask V| | XML filles { vy
I Open 1 [ Cancel |

Verify settings and select OK to add the new task.

Note: The Change User or Group field should be changed to the Domain Service account with
administrator privileges that is going to be used to run the FDAMedGuidePrinter Task.

Figure 17: Create Task Dialog Box- example

) Create Task -

General |Triggers | Actions | Conditions | Settings |

Mame: | FDAMedGuidePrinterTask |
Location: \
Author

Description: | Java application to print FDA Med Guides

Security options
When running the task, use the following user account:

MNETWORK SERVICE

Change User or Group...

Bun only when user is logged on

Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

Run with highest privileges

[] Hidden Configure for: | Windows Server 2012 R2

QK | | Cancel |
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4.4.2. Confirmor fine-tune the scheduled task configuration

After creating the FDAMedGuidePrinterTask, verify that the imported settings are correct. The following
screen captures represent the desired configuration settings for the FDAMedGuidePrinterTask task on a
Windows Server 2012 system. The system in use should be set up in a similar fashion. Compare the
following screenshots with the user’s settings and adjust accordingly—if necessary.

Figure 18: FDAMedGuidePrinterTask in the Task Library
REDACTED

4.4.3. Change User accountassociated with the
FDAMedGuidePrinterTask

The default user is set to NT AUTHORITY\NETWORK SERVICE account. The Network Service
account on the server may or may not have adequate permissions based on the server settings. In the
General tab, the user account associated with the FDAMedGuidePrinterTask task can be changed from the
default Windows Network Service account to the Domain Service account created for the FDA Med
Guides Automatic Printing application, as shown in figures below.

Open the options menu for the FDAMedGuidePrinterTask task and select Properties.
In the General tab, select the Change User or Group... button.

Enter the Domain Service account username created, or the FDA Med Guides Automatic Printing
application as given in Section 2.4 Domain Service Account and select the location (for example,
Entire Directory).

Enter the password when prompted.

The Domain Service account needs to have Administrative privileges on the server and should be added to
the appropriate Printer and Server Security Admin groups so that it has permissions to send print jobs to
the network printers.
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Figure 19: General Tab Settings

General |Tliggels | Actions I Conditions | Settings | History |

Mame: |FDAMedGuFdeP:interTask

Location: \

Author: i3

Description: | Java application to print FDA Med Guides

Security options

When running the task, use the following user account:
MNETWORK SERVICE Change User or Group...

() Run only when user is logged on
® Run whether user is logged on or not
[] Do not store passwaord. The task will only have access to local computer resources.

[#] Run with highest privileges

[ Hidden Configure for: | Windows Server 2012 R2

Figure 20: Select User, Service Account, or Group

Select this object type:
lUser, Service Account, or Buitin securty principal

From thig location:
Entire Directony

Erter the object name to select (sxamples):
I

The screenshots below are examples of the setup for the Triggers, Actions, Conditions, Settings and
History Tabs.
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Figure 21: Triggers Tab Settings

General | Triggers |Actic-ns I Conditions | Settings | History |

When you create a task, you can specify the conditions that will trigger the task.

Trigger
At startup 5 ] Enabled

Figure 22: Edit Trigger Settings

Begin the task: | At startup
Settings

Mo additional settings required.

Advanced settings

(] Delytskfor
[] Repeat task eveny: for a duration of: |1 day .

[] stop all running tasks at end of repetition duration

[[] Stop task if it runs longer than:

[] Activate: | 371372012 El~ | [11:27:55 aM [] Synchronize across time zones

DE}_(pile: 3/13/2019 [El~ | [11:27:55 AM |:|S;.-'nchrcnizgacrcs:timezones

[+ Enabled
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Figure 23:Actions Tab Settings

General | Triggers | Actions || Conditions | Settings | History |

When you create a task, you must specify the action that will occur when your task starts.

Action Details
Start a program CAFDAMedGuidesPrinter\START_fda_med_guides_automatic_printing.bat]

Figure 24: Edit Action Settings

You must specify what action this task will perform.

Action: | Start a program

Settings

Program/script:
| CA\FDAMedGuidesPrinter\ START fda_med_guides_autorr| [ Browse...

Add arguments (optional): | |

Start in (opticnal): |C.'\FDAM edGuidejPrinte|
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Figure 25: Conditions Tab Settings

1[ Settings I History |

| General | Triggers | Actions || Condi

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true.
Idle

[[] Start the task only if the computer is idle for: 10 minutes

Wait for idle for: |1 hour
[_| Stop if the computer ceases to be idle

[ ] Restart if the idle state resurnes

Power
[] start the task only if the computer is on AC power

|| Stop if the computer switches to battery power
[[] Wake the computer to run this task

Metwork
[] Start only if the following network connection is available:

| Any connection

Figure 26: Settings Tab Settings

| General | Triggers | Actions | Conditions || Settings || History |

Specify additional settings that affect the behavior of the task.

[V Allow task to be run on demand
[J Run task as soon as possible after a scheduled start is missed

If the task fails, restart every: 1 minute «

]

Attermpt to restart up to: L | times

_3, days v-|

Stop the task if it runs longer than:
If the running task does not end when requested, force it to stop

If the task is not scheduled to run again, delete it after:

If the task is already running, then the following rule applies:

|Du not start a new instance
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Figure 27: Sample History Tab

©

FDAMedGuidePrinterTask Properties (.. ... 2.~ 7 )

| General_l_'Frig_g_ers l Adions_[ Conditions_] Settings r

¥  MNumber of events: 249

Level Date a... Event... Task Category Operaticnal Code  Correlation Id ~
@ nfor... 3/9/20.. 110 Task triggered ... Info d2dbe758-d...
@ Infor...  3/9/20... 200  Action started (1) d2dée758-d...
@ Infor...  3/9/20... 100 Tack Started m d2d6e758-d...
(Dinfor...  3/9/20... 129 Created Task P... Infe 26165e07-b...
@ Infor...  3/9/20... 106 Task registered  Info a6165e07-b...
@ Infor...  3/9/20... 141 Task registrati.. Info a6165e07-b...
I:D Infor...  3/9/20... 111 Task terminated Termination Bb67596a-9...
{linfor 39520 107 Task comnleted (21 AhAT5%0a-4 =
Event 110, TaskScheduler x
| General | Details
Task Scheduler launched "{d2dbe758-d3e0-4128-b8cb-2e6f5f3101b7}" instance of task =
“\FDAMedGuidePrinterTask" for user "NETWORK SERVICE" .
Log Name: Microsoft-Windows- TaskScheduler/Operational w
[ 0K ] I Cancel J

4.5.

Confirm correct deployment of program files

A batch file automates the process of confirming that the necessary folders and files were deployed
correctly. Confirmation is made only on files belonging to the FDA Med Guides Printer Tool.

Run the verifying batch file

Open the options menu for the file and select Run as administrator to execute the batch file located in
C:\FDAMedGuidesPrinter\installation\Verify installation.bat. The resulting display should look like
Figure 28 below. Any missing files or configuration errors should be listed in the results.

4.51.

Figure 28: File Location

| l—;} | = | Application Tools installation l;‘i-
Home Share View Manage -« @
- - T o« FDAMedGuidesPn.. » installation » v & T Search installation p= l
i Desktop o Name & Date modified Type
‘| Documents
CMOP_S5L_Centificate 3/ File folder
& Downloads ; . : N
b Mosi =] FDAMedGuidePrinterTask 1 : & %ML Document
usic =
= ] MetworkServiceTas 3/6/2018 12:48 P Registration Entrieg
=/ Pictures Ul . . Right Click > N i
B Vid = “h| S5L_Certificate_ins 5 Batch Fil¢
ideos o =
= %] Venify_installation wdows Batch File
e Local Disk (C:)
ca App (D) .
w || ¢ m »
5 items 1 tern selected 5.09 KB :EE _
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Figure 29: Run as administrator Option

o Application Tools installation M
m Home Share Wiew Manage ﬂ'

- = 1 « FDAMedGuidesPrinter » installation o
m Desktop A Name -
Documents

CMOP_S5L_Certificate

L Downloads
. ; 2 FDAMedGuidePrinterTask

y Music "
. 3] MetworkServiceTaskSettings
= Pictures il : . )
= ) 55L_Certificate_installation
8 Videos o i
<& VEMTY_Instaliation

& Local Disk (C:) L5 Open
Edit

ca App (D) ™| Left Click
Print .

Sitems 1 item selected 5.09 KB o=

% Run as administrator Je=)

Figure 30: Installation Confimation result with no Errors Reported

BN Administrator INSTALLATION CHECK: FDIA Medication Guides Printer Tool

will be listed within this block

1.1 (bui

ild
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Figure 31: Installation Confirmation result with some Errors Reported

EA Select Administrator INSTALLATION CHECK: FDA Medication Guides Printer Tool
Jerifying file i all and configuration...

roperties

_printing.bat
.xml

mode )

Time

w

0
Son
i

Note: If errors are reported, review the errors and all previous installation steps. Refer to the respective
steps of the installation guide.

4.6. Starting or stopping the FDAMedGuidePrinterTask task
manually

After installing and configuring the FDA Med Guides Printer Utility system, it is strongly recommended
to perform a server reboot to start the FDAMedGuidePrinterTask task—the task is configured to start with
the system. However, the task can be started or stopped manually.

The procedure appears in the following screen captures. To start the task, select Run from the pop-up
menu. To stop the task, select End. To confirm that the task is running, see the text indicated in the Status
column. Ready means that the task is active, but not running. Running means that the task is running.
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Figure 32: FDAMedGuidePrinterTask Task Listed in the Task Scheduler

- Computer Management |;|£-
ble Action Yiew Help
o=z B
& Computer Managernent (Locat RELES Mary (L8t sefrerhe
a ¥ System Toch — — T S el
. that hus o in th [ o Lasz 24 ho
{08 ik Saadaies Seatus 5t have started in the g time P a1 urs - -
[ Tack Scheduber Liban | Siamenany: 33 total - ¥ enning, 32 succeeded, § stopped, O failed
b ] Event Viewer
b ail Shaeed Foiders tmport Task
b B Local Users and Groups Task Name Fun Result  Run Start Run End Trigger ~ P
b 08 Performance | il . - 9 A Desplay All Running Ta..
bl Bk H Configuration Manager Health B .
ice Manager i " s ko
. iug: 7 H Consobdatos ast run succeede st AL Diacy oy
el gl | B CremtelbeatTack ey AT Service Sccount Co...
bl Windows Server Backug]| B i 3
o Dk '—13"!;!""!’“ [ Maintenance Conl Pt ad (last View »
¢ B Services and Applications E| Mhierosoft Compatibility Apgpral_ . S
Help
| Astive Tasks: -
Auctree tasks sretasks that aie cuirently enabled and huve net expired,
Sumenary: 31 total =
Tovk Mame Double-Click e Trggers [
Device Ingall Geeup & O event - Log: System, .. 1l
Deics Inatall Reboct Regursd Custom Trgger i
FDAMedGuderinter Tk At Tyt At A\
Mchilityhanager Custorn event filter 1Y
Bl Hibdonitor &t loa.on of s nser L1 Wi
£ m
|
Last refreshed ot 31372016 B2E16 PM | Refrech
[

Figure 33: Select Task and Open Menu
REDACTED

Figure 34: Task Menu Option Run
REDACTED

Figure 35: Task Shown in Running State
REDACTED

4.7. Steps to Install a Network Printer via a Local Spooler

To add a Network printer via a Local spooler:
Navigate to Control Panel > Hardware > Devices and Printers
Select Add a Printer
Select Add a local or network printer as an administrator
Select Add a local printer
Select Create a new port
Type of port: Local Port
Select Next
Enter a port name: Enter the IP address of the Network Printer
Select Ok
Select the correct printer driver for the network printer

Select Next
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Select Use the driver that is currently installed (recommended) OR as appropriate for the machine
Type a printer name: Enter a printer name

Note: This will later be added to the VistA Device File (#3.5) entry in the WINDOWS NETWORK
PRINTER NAME field (#75).

Select Next
Select Share this printer...
Select Next and then Finish

Note: At this point, test the FDA Med Guides Printer Utility by sending a print request. A test is
successful if the expected output is found at the destination printer.

March 2022 FDA Medication Guides (PSO*7*665)

Automatic Printing Java Component Installation Guide

24



5. Back-out/Uninstall Procedures

Stop the FDAMedGuidesPrinterTask task in the Task Scheduler.

Figure 36: Stopping the FDAMedGuidesPrinterTask in the Task Scheduler
REDACTED

Delete the FDAMedGuidesPrinterTask task from the Scheduler list.

Figure 37: Deleting the FDAMedGuidesPrinterTask in the Task Scheduler

REDACTED

In the Task Manager:

Select the Details tab.

Find the task named java.exe running under the FDA Med Guides user account.
Right-click and select End Task.

Select End Process in the confirmation dialog.

Backup the C:\FDAMedGuidesPrinter folder and all its contents.

5.1. If AcroRd32 is still installed, follow these instructions
In the Task Manager:
Select the Details tab.

Find the task named AcroRd32.exe running under the FDA Med Guides user account (that is, the
account used to run the FDAMedGuidePrinter Task).

Figure 38: Acrobat Reader process in the Task Manager

= Task Manager = =] -
File Options View
[Processes | Performance | Users | Details | Services |
Name = PID Status User name CPU  Memory (p... Description ~
BA AcroRd32.exe 7324 Running NETWORK... o0 616 K Adobe Acrobat Read...
5] BESClient.exe 1080  Running SYSTEM o1 13,644 K IBM BigFix Agent
[E7BESClientHelper.exe 5228 Running SYSTEM 0o 5502 K Service for monitori... | =
(&) BESClientUlexe 5732 Running whaisfmuk... 04 432K IBM BigFix Client Us...
€A cam.exe 1112 Running SYSTEM 00 944K CA Message Queuin...
57 CemExec.exe 5324  Running SYSTEM oo 45202 K Host Process for Mic...
B crmd.exe 7368 Running MNETWORK... 00 1,608 K Windows Command...
B crndl.exe 6900  Running vhaisfmuk... 00 480K Windows Command...
B conhost.exe 1660  Running SYSTEM 0o 480K  Console Window Host
B conhost.exe 1792 Running SYSTEM o1 464K  Console Window Host
B conhost.exe 1960  Running SYSTEM 01 456K  Console Window Host
&8 conhost.exe 6000 Running NETWORK... oo 152K Console Window Host
B8 conhost.exe 3516 Running SYSTEM 00 504 K Console Window Host
BN conhost.exe 5796  Running vhaisfmuk... 00 764K Console Window Host
[ controller.exe 1820 Running SYSTEM oo 1,864 K controller
5] csrss.exe 436 Running SYSTEM o1 1,532 K  Client Server Runtim...
577 csrss.exe 500 Running SYSTEM 0o 796K Client Server Runtim...
[ csrss.exe 5088 Running SYSTEM o1 1,080 K Client Server Runtim...
=] dilhost.exe 2408 Running SYSTEM 00 2,680 K COM Surrogate
577 dwm.exe sas Running DWM-1 0o 13,468 K Desktop Window M...
5] dwm.exe 6344  Running DWM-8 04 9,432 K Desktop Window M...
577 enstart64.exe 1156 Running SYSTEM 00 2,080 K EnCase Enterprise A...
‘S explorer.exe 6902 Running whaisfmuk... o1 39,112 K Windows Explarer ~
(=) Fewer details

Right-click and select End Task. Select End Process in the confirmation dialog.
Figure 39: Deleting Acrobat Reader process in the Task Manager
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= Task Manager -

File Options View

| Processes | Performance | Users | Details | Services

Mame = PID Status User name CPU  Memorny (p... Description ~

BH 2croRd32.exe 7324 Running NETWORK... 00 E16K  Acak. b2t Baad

[E7] BESClient.exe 1080 Running SYSTEM 00 End task I
BESClientHelper.exe 5228 Running SWSTEM 00 End process tree i E

(&) BESClientUl.exe 5732 Running vhaisfmuk... 0z St Pty

€A cam.exe 1112 Running SYSTEM 00 i

.2 Set affinity
] CcmExec.exe 5324 Running SYSTEM 00

B crd.exe 7368 Running MNETWORK... o0 Analyze wait chain

B cmd.exe 6900 Running vhaisfmuk... o0 UAC virtualization

&8 conhost.exe 1660 Running SYSTEM 00 Eiente ol bl

EH conhost.exe 1792 Running SYSTEM 00 = -

B conhost.exe 1960 Running SYSTEM o1 TSR

ES conhost.exe 6000 Running METWORK... o0 Search online

EH conhost.exe 3516 Running SYSTEM 00 Properties

B conhost.exe 5796 Running vhaisfmuk... 00 Go to service(s)

[#7 controller.exe 1820 Running SYSTEM 00— T,864K controller
csrss.exe 438 Running SYSTEM 0z 1,532 K Client Server Runtim...

[ csrss.exe 500 Running SYSTEM 00 796 K  Client Server Runtim...

[E=] csrss.exe s088 Running SYSTEM 0z 1,080 K Client Server Runtim...
dilhost.exe 2408 Running SYSTEM o0 2,680 K COM Surrogate
dwrn.exe 848 Running DWMM-1 00 13,468 K Desktop Window M...
dwm.exe 6344 Running DWM-8 0z 9,456 K Desktop Window M...
enstartfd.exe 1156 Running SYSTEM 00 2,080 K EnCase Enterprise A...

= explorer.exe 6908 Running vhaisfmuk... o0 38,692 K Windows Explorer ~

(%) Fewer details
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6. Upgradingto a new version of Automatic Printing
Uninstall the old version of FDA Med Guides as shown in Section 5 Back-out/Uninstall Procedures.

Do not uninstall JAVA 1.8.

To install the new version of FDA Med Guides Automatic Printing, follow the installation steps in Section
4 Installation Procedure.

7. Troubleshooting

If you encounter errors in this system, they are likely to be deployment-related malfunctions.

Using the Network Service account for the FDAMedGuidePrinterTask task has risks that the task may not
have sufficient permissions to access needed network resources, like printers or the Consolidated Mail
Outpatient Pharmacy (CMOP) Portal. These two risks are the most likely source of a malfunction. The
main symptoms are:

No output reaches the destination printer spool.

No file is downloaded to the C:\FDAMedGuidesPrinter\workspace\medguides folder from the CMOP
Portal.

No temporary PDF file is created in the C:\FDAMedGuidesPrinter\workspace\temp folder.
The user assigned to the FDAMedGuidePrinterTask task is unable to connect to CMOP.

Important

One useful troubleshooting technique is to run the FDA Med Guides Printer Utility while bypassing the
FDAMedGuidePrinterTask task. This is done in interactive mode by logging in as an interactive user and
following these steps:

End the FDAMedGuidePrinterTask task, if it is running.
Start the C:\FDAMedGuidesPrinter\START fda med guides automatic_printing.bat batch file.

The following sections list the possible malfunctions and remedies.

7.1. Cannot download Med Guides from CMOP Portal

If a med guide request is made and no med guide file appears in

C:\FDAMedGuidesPrinter\workspace\medguides, the application is likely unable to connect to the CMOP
SharePoint site. Reasons for this to occur are as follows:

Table 2: FDA Med Guide Errors

Symptom Possible solution

The CMORP site is down. Try again later.

User assigned to task has insufficient privileges to | Adjust permissions or create a new user with
access CMOP site. appropriate access.
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Symptom

Possible solution

Unable to write downloaded med guide to local
folder.

Confirm that user has write access to folder.

An error page is printed instead of the expected
med guide.

The med guide name is invalid, or the med guide
PDF file doesn't exist at the CMOP Portal. Verify
that the PDF file exists, or that the PDF file name
indicated in the print request is correct.

Uninstall/reinstall Java.

If Java is uninstalled and reinstalled on the FDA
Med Guides print server, execute the following SSL
script to add CMOP SSL certificate to the Java trust
store.

C:\FDAMedGuidesPrinteninstallation\
SSL_Certificate_installation.bat

To copy the net.properties file to the newly installed

JAVA instance, follow the steps described in
Section 4.3.2 Install the JAVA net.properties file.

7.2. Nothing is sent to the destination printer spool

Table 3: Printer Spool Errors

Symptom

Possible solution

Destination printer name in med guide requestis
incorrect.

Verify that the printer's name is correct.
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7.3. Exception when running batch file
Table 4: Batch File Errors

Symptom Possible solution

Invoking the Verify that paths indicated in batch and
START_fda_med_guides_automatic_printing.bat batch properties files are correct, particularly the
file fails to start the Java application and indicates: path to the JAR file.

Exception in thread "main"
java.lang.NoClass DefFoundError
Figure 40: JAR File Error
REDACTED

7.4. Reinstall SSL Certificate

If Java/JRE is reinstalled, the CMOP SSL certificate also needs to be reinstalled according to the
instructions given in Section 4.3.1 Run the SSL Certificate installation batch file.

7.5. Issues with Network Service account
When the FDAMedGuidePrinterTask is run under the NETWORK SERVICE account:

If there are delays in printing or if the Med Guides do not print, a Domain Service account with the
highest privileges should be created and used instead of using the NETWORK SERVICE account.

If Domain Service account cannot be created, the FDAMedGuidePrinterTask can be run under the
Administrator account. This would require the Administrator to be logged in while the task is running.
This is not a recommended approach.

7.6. Printing Issues

If you experience print issues or delays with the NETWORK SERVICE account, we strongly recommend
that you use a Domain Service account created for the FDA Med Guides Automatic Printing application.
This account needs to have Administrative privileges on the server.

Add the NETWORK SERVICE account or the Service account to the Server Security Admin group so
that it has permissions to send print jobs to the network printers.

Check if the NETWORK SERVICE account or the Service account has permissions to access the
printer.
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Add NETWORK SERVICE account or the Service account to the ‘Users’ and ‘Print Operators’
groups.

Figure 41: Add Service account to Administrators, Users and Print Operators groups

| Mame Descripticn

*ﬁmcm.ﬁmmzm Members of this group can remotely query suthorization a..
b (B TaskScheduler Adminestralioes fud ors have complete and uno srcessbo t
b [l Event Viewer &8 Backup Operators Eackup Operatons can ovemde security restrictions for the
b @il Shared Folders B Certificate Service DOOM Acces: Memibers of this group sre sflowed to connect to Certifica.
& Tcﬂlﬂtﬂmﬁﬁmqﬁ: 2 Cryptographic Operstors Members are avthonzed to perform cryplegraphic operati

e i B Distributed COM Users Members are allowed to leunch, sctivate and use Distribut_

28 Bvert Log Resders Members of this group can read event logs from lecal ma
B Guests Guests have the came sccess »x members of the Users gro..
B byper Administraters Memibers of this group have comiplete snd unrestricted ...
B s _pses Buill-in group used by Intemet information Services.
M Herwork Confi Op Memibers in ths group can have some sdministratiee privi...
B perd e Log Users Members of this group may schedule logging of performa...
A5 Peroemsnce Monitor Users Memibers of this group cen scess perlormange courder d_
& Power Users Prower Users are included flor bckwards compatibllity and
A print Operston Members can ademirter prntens metalled on domain com
I8 ROS Endpoint Servers Senvers im this group run vidusl mschines and host session_
0 RS Management Sencers Serven in this group can perform routne sdministratne &
O ROS Remote Access Senvens Senvens in this group ensble uters of Remotelpp program...
B Remicte Desktop Users Mambers in thas group are granted the nght bo logon rem.
B Remcte Mansgement Users Memibers of this group cen socess WMl tescurces over ma..
¥ Rephicater Supports file rephication = » domain
O Usery Users sre prevented from maling sccidental o svtenticnsl...
B WinFRRemote WhIUsen_ Members of this group can sccess WM rescurces over ma..,

Figure 42: Example of adding the NETWORK SERVICE account to Administrators group

General

@ Administrators

Administrators have complete and unrestricted access
to the computer/domain

K SERVICE (5-1-5-200)

Changes to a user’s group membership
| | Bemaove | are not effective until the next time the
user logs on.

|| Camcel || sopty || Hebp
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If Med Guides appear in the temp folder but do not go to the printer queue, go to Services, and stop
the Print Spooler service and start it again.

Figure 43: Restarting Print Spooler service

- Services [=To ]
Eile Action Yiew Heip
g mE o= Hem » 8 0 Bn
Services (Local) 1 2 Services (Local)
Print Spooler Marme £ Description Status Startup Type Leg €~
Metwork Store Interface 5e... This senice ... Running  Automatic Local
Stop the service Mimsoft Rebot Watcher Running  Automatic Local
Bestant the senvice Optimize drives Helps the ... Msnual Local
Orchestrator Run Pregram... Manual Local
Description: Pedormance Counter DLL... Enabbes rem... Manual Local
This 5.::\.-:-::;9;\::!5 F"_'“J¢b" and Performance Logs 8 Alerts  Pesformanc... Manual Local
::a,.r;cln:elz::t:;:miz::::;h:ﬂfn:t:;1 Plug and Play Enables s c.. Running  Manusl Local
be able to print or see your printers, Partable Device Enumerat.., Enforces gr.. Manual (Trig... Leocal
Poswer hManages p.. FRunning Automatic Local
t Print Spocler This senice .. Running

Prenter Extensions and Mot... This service ...

Probliern Reponts and Solu...  This senice .. Stop
., Remote Access Auto Com,,.  Creates a co... Pause
Remote Access Connectio.. Manages di... Resume
Remote Desktop Configur... Remote Des...  Running Restart
Remocte Deskiop Services Allows wser...  Running
All Tasks *

Remote Desktop Services ... Allowsther.. Running
Remote Procedure Call {(R... The RPCSS..  Running Refresh
« Remote Procedure Call (R...  In Windows... Properties
Remote Registry Enables rem...
Resultant Set of Policy Pro.. Provides an.,

£ [} >

Help

' Extended A Sta ndard;“

Stop service Print Spocler on Local Computer

Restart FDAMedGuidePrinter Task
Go to Task Scheduler and stop the FDAMedGuidePrinterTask task by selecting End.

Go to Windows Task Manager. Find any java.exe tasks running under the NETWORK SERVICE
account or the Service account and stop them by selecting End Process.

Go to Task Scheduler again and start the FDAMedGuidePrinterTask task by selecting Run.
7.7. Nightly Server Reboot recommendation

Given the number of Med Guides that are printed each day and due to the load on the server, it is
recommended that the Windows server be rebooted every night to free up resources and to cleanup any
hung tasks.

7.8. Increase the priority of java.exe

Run a PowerShell script that increases the priority of java.exe from Below Normal to High. This may
speed up the execution of printing under the NETWORK SERVICE account. Below are the lines to run in
PowerShell. This needs to be run after the server starts the FDAMedGuidePrinterTask task.

'

J
$process—=Get-WmiObject win32_process -f "name='$processname"'

$processname="java.exe"

$process. SetPriority(128)
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Appendix

After extracting the contents of the ZIP file, the below FDA Med Guides Printer folder structure and files

should be available on the C:\ drive.
Table 5: FDA Med Guides Printer Folder and File Structure

Path

Type

Description

C:\FDAMedGuidesPrinter

Folder

Main folder. Root folder for
application files. These
include the JAR, batch, and
properties files

C:\FDAMedGuidesPrinter\lib

Folder

Sub-folder containing
supporting third-party Java
libraries

C:\FDAMedGuidesPrinter\installation

Folder

Folder containing
predefined configuration
files

C:\FDAMedGuidesPrinteriinstallation\CMOP_SSL_ Certificate

Folder

Folder containing CMOP
SSL certificate

C:\FDAMedGuidesPrinter\workspace

Folder

Workspace main folder

C:\FDAMedGuidesPrinter\workspace\medguides

Folder

Path to med guides local
repository. Folder contains
copies of original FDA Med
Guides as downloaded from
the CMOP Portal Site

C:\FDAMedGuidesPrinter\workspace\temp

Folder

Path to area for temporarily
processing stamped med
guides. Folder contains
scratch files of altered med
guides

C:\FDAMedGuidesPrintenSTART fda med_guide

s_automatic_printing.bat

Batch file

Batch file to initiate the

FDA Med Guides Printer
Utility Java program

C:\FDAMedGuidesPrinter\fda_med_guides.properties

Configuration
file

User-configurable items for
the FDA Med Guides Printer
Utility

C:\FDAMedGuidesPrinter\fda_med_guides_logging

.properties

Configuration
file

User-configurable items for
the logging engine
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Path

Type

Description

C:\FDAMedGuidesPrinter\fda_med_guides_autom
atic_printing_1.1.0.0jar

Java archive

Main jar file containing all
Java code for the FDA
Med Guides Printer Tool

C:\FDAMedGuidesPrinter\installation\
SSL_Certificate_installation.bat

Batch file

Batch file to add CMOP SSL

certificate to the Java trust
store and set JRE_ HOME

C:\FDAMedGuidesPrinteninstallation\CMOP_SSL
Certificate\VA-Internal-S2-RCA1-v1.cer

Certificate file

SSL Certificate that is
issued by VA which will be
added to the Java trust
store

C:\FDAMedGuidesPrinteninstallation\ XML file Configuration file used to

FDAMedGuidePrinterTask.xml create the
FDAMedGuidePrinterTask
task

C:\FDAMedGuidesPrinteninstallation\ Verify_installation.bat | Batch file Batch file used to confirma

successful deployment of
the FDA Med Guides Printer
Utility

C:\FDAMedGuidesPrinter\lib\commons-io-2.7 jar

Java archive

Supporting third-party
Apache Commons
Javallibrary

C:\FDAMedGuidesPrinter\lib\commons-lang3-3.3.2.jar

Java archive

Supporting third-party
Apache Commons
Javallibrary

C:\FDAMedGuidesPrinterlib\commons-logging-1.1.3.jar

Java archive

Supporting third-party
Apache Commons
Javallibrary

C:\FDAMedGuidesPrinterlib\fontbox-2.0.24.jar

Java archive

Supporting third-party
PDFBox Java library

C:\FDAMedGuidesPrintenlib\xmpbox-2.0.24 .jar

Java archive

Supporting third-party
PDFBox Java library

C:\FDAMedGuidesPrinter\lib\pdfbox-2.0.24 jar

Java archive

Supporting third-party
PDFBox Java library
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Path Type Description

Log files in folder C:\FDAMedGuidesPrinter *log Log files are used for
debugging purposes only
and are created AFTER the
initial use of the program

C:\FDAMedGuidesPrinterinstallation\net.properties JAVA JAVA Properties file for
properties file | controlling access to
network hosts from JAVA
processes
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